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Presentation Focus 

 What are the risks from the 
customer’s view? 

 What are the solutions? 

 What are the risks from the provider’s 
view? 

 What are the solutions? 

 What is the role for contracts, and 
how should they be combined with 
technical solutions? 

 What are the new sources of risks?
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New Risks 
 New requirements from new laws

 California Database Breach Notification 
law

 Foreign laws evolving also  

 Outsourcing to achieve regulatory 
compliance 

 Wireless connectivity 

 Better hackers

 Eastern European geniuses 

 Ideologically-motivated sabotage  

 All-in-one inboxes for voicemail and email 

 Disgruntled U.S. employees and the 
software police 
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Additional General Trends That Heighten 
BPO and ITO Privacy and Security Issues

 Pure ITO – more access to more PII/personal 
data 

 BPO – delegation of customer interfacing 
to outsource provider and gathering, 
storing and using PII 

 Increase customization in BPO 

 Multiple vendors can increase gaps and 
leaks  

 Customers should treat vendors as stock 
portfolio

 Political environment – will opt in to 
offshoring be required? 
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Trends – Continued 
 Regulated or non-regulated industry? 

 What constitutes adequate employee 
background checks? 

 Disaster recovery sites; business 
continuity programs 

 Required by regulation?

 Small vendors can’t afford disaster 
recovery sites
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Over-the-Horizon Issues 
 Coming “patent wars” over BPO business 

method patents

 Coming “domain/trademark wars” when 
domain names are virtual phone numbers in a 
Voice Over IP world

 IP and Non-IP protection for data and 
databases

 Private information needs to be excluded 
from boilerplate confidentiality agreements

 Combination of e-signature laws and boiler 
amendment provisions can allow unintended 
amendment of negotiated agreements by 
website and online terms

 Hidden uses of open source software 
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What Are the Provider’s Risks? 
 Legal liability for breach of statutory 

obligations

 U.S. law

 Foreign law

 Breach of contractual obligations 
even if no statutory obligation

 Liability for subcontractors’ actions 
or inactions   

 Liability to individual customer of 
outsource customer 

 Risk of shared responsibility 
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How Can Provider’s Risk Arise? 
 Technical failure 

 Management failure

 Unauthorized access by employees

 Breach of system by non-employees

 Internal controls not followed 

 Foreign law issues

 Separate consideration needed under 
Chinese law 

 Main systems are secure, but backup 
procedures allow unauthorized 
access  
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Provider’s Solutions

 Disclaim statutory risk; avoid 
statutory status

 Maintain private information on 
customer’s servers

 Purge info from provider’s computers 
as soon as possible

 Put control of password revocation 
with customer 

 Conduct due diligence of customer
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What Are the Risks?  The Customer 
Perspective

 Loss of data integrity 

 Theft of personally identifiable information, 
credit card information, Social Security 
numbers, etc. 

 Unauthorized disclosure of intellectual 
property   

 Loss of other data of customers of 
customer

 Loss of confidence in business operations 
of customer by its customers

 Legal liability

 If the provider does not have adequate 
disaster recovery, can the customer provide 
it?
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What Are Customer’s Risks? (2)

 Blackmail by provider’s employees 

 Blackmail by provider’s 
subcontractors  

 Sabotage of data or code

 Risks of unauthorized disclosure can 
start at RFP stage and continue during 
vendor selection rounds
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 What Are Customer’s Solutions? 
 Need for pre-agreement confidentiality 

agreement

 Employee background checks 

 What is available in offshore countries? 

 When background checks are not available, 
conduct application interviews and provide 
contractual remedies

 Require use of “least privilege” 

 Impose duty to disclose on provider

 But what is required in the post-9/11 
regulatory world? 
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Achieving Workable Legal Specificity:  
Contractual Use of “Security Grid” Schedule 

 Security grid identifies with specificity: 

 Security/privacy requirement 

 Customer’s business requirement for 
above

 Customer’s technical specifications for 
meeting requirement 

 Technology and/or practices provider 
will use to meet customer’s requirement

 Implementation dates for adoption of 
technology for each requirement

 Customer’s audit rights and remedies 
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Customer’s Due Diligence of Provider
 Review business team, including employees 

with security and privacy responsibility 

 Review technology used, including speed of 
implementation of security updates

 Determine if provider meets industry-specific 
security standards, e.g., ISO/IEC 17799 
Code of Practice for Information Security 
Management; ISO/IEC TR 13344 Guidelines 
for Management of IT Security; U.S. Dep’t of 
Commerce NIS Special Publication 800 
Series; EU/U.S. Dep’t of Commerce Privacy 
“Safe Harbor” requirements
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Customer Due Diligence of Provider (2)
 Customer to conduct “ethical hacking” to 

test strength

 Use of private networks not Internet for 
transmission Physical and electronic audits 
(measured against security grid)

 Encryption levels and technology

 Firewalls, anti-intrusion technology

 Anti-virus technology

 Knowledge of privacy and security laws

 Require use of  two screens for data entry 
by offshore provider employees
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Customer Due Diligence of Provider (3)

 If dedicated servers are not used by 
provider, how is secrecy maintained? 

 Are adequate limits placed onsite visits 
by third parties to prevent access to 
customer data?   
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Solutions to IT Risks

 Technical solutions

 Firewalls, intrusion detections, 
encryption, virus detection, offsite 
backup

 Business operational solutions

 Background checks, policies and 
procedures, separation of powers, 
audits

 Legal solutions

 Compliance, contracts, insurance, 
enforcement, audit



18

What Policies, Procedures and 
Guidelines Should Be Used?

 Acceptable encryption 
 Acceptable use
 Analog/ISDN lines
 Anti-virus technology
 Application Service 

Provider
 Application Service 

Provider standards
 Acquisition assessment 

policy
 Audits
 Database credentials 

coding
 Dial-in/Remote Access/VPN
 DMZ lab security
 Cell phone, Pager, PDA
 Email

 Employee confidentiality
 Extranet 
 Information sensitivity 

policy 
 Internal security
 Limit Internet usage
 Laptop security
 Password protection
 Privacy
 Risk assessment
 Router security
 Software 

acquisition/licensing
 Server security
 Third party network 

connection
 Wireless communications
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What Policies Should Be Implemented?

 Internal vs. external policies

 What resources are available?

 What is considered acceptable for 
applicable industry?

 What are the best practices for 
applicable industry?

 Measured against that is the cost and 
scope of liability 
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“Trust but Verify”

 Audit, audit, audit

 Simple check: customer to disable a 
part of its security momentarily and 
monitor to see if provider’s policies 
and systems are implemented properly

 How? Unplug the IDS sensor and 
time how long it takes the provider 
to call customer to inform that 
system is off line

 (Do not do this with equipment or 
services that provide primary 
security)
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Encryption Best Practices
 Technical issues

 Bad encryption can be worse than no encryption

 Business operations issues 

 Encrypt what needs to remain private 

 Change keys and passwords regularly

 Use effective passwords

 Customer to audit provider for compliance with 
privacy and security policies

 Legal

 Identify and comply with foreign laws regarding 
import and use of encryption

 Use Personal Information Transfer Agreements 
(“PITA’s”)
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Victim-Symptom vs. Cause-Liability 
 Host computers harboring malicious code, pathways 

or data
 Software bugs that enable an intruder to access 

and perform unauthorized functions
 Insecure network and host configurations
 Security loopholes/backdoors with weak 

authentication
 Lack of proper policies, procedures and 

enforcement
 Websites defaced
 Transmission of unwanted email (spam)
 Denial of Service attack
 Propagation of malicious code
 Storage of illicit tools or data
 Shielding an intruder’s true location or identity
 Theft/destruction of hardware, software or data
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Conduct and Contract for Serious Planning 
for In-Sourcing

 Use specific SoW for transition 
services

 Milestones for transition back to 
customer or substitute provider 

 Require provider to cooperate with 
customer’s other providers 

 Transfer of knowledge base

 Technology-neutral deliverables from 
provider 
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Conclusions
 Advanced technology can introduce 

problems that are not addressed  by 
standard contracts 

 Combine contractual and technical 
protection

 Ensure that contracts are technology-
advanced and lawyers are technology-
enabled

 Rights without remedies are not rights 

 Legal remedies measured in geologic time are 
not effective 

 Audits constitute practical monitoring and 
advance notice of problem 

 Customers need to meet needs of providers 
to allow providers to meet needs of 
outsource customer
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For electronic copy of PowerPoint --

 send email to 
wtanenbaum@kayescholer.com               
or hand in business card


