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e Jay Leek - Chief Information Security Officer, Blackstone
e Brian Lozada - Chief Information Security Officer, ZocDoc
e Chris Nicodemo - Director, Global Information Security, , Time Inc.

e Chris Walsh - Information Security Officer, Bank Leumi.
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Landscape

LY
I\--_ JJ = What are the greatest challenges facing information security departments
today?

= How well are we sharing information (i.e. peers, competitors, suppliers)?
= How sophisticated are our adversaries?

= How good are we at assessing our risks and measuring our own security?

= What “tools” work best when evaluating our own security?
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Emerging Threats
K/

What are the most pervasive attacks you anticipate are actively affecting
most organizations?

= What types of attacks do you anticipate will grow in the next 1-3 years?

= How might the profile of our adversary change in the next 1-3 years?

= What do security teams need to do in order to better prepare for
emerging threats and evolving adversaries?
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Process Breakdown

N/
I\--_ J = As it relates to information security processes, what do you anticipate
contributes the most to:

= Breakdowns in incident identification and initial containment?

= Breakdowns in the accomplishment of security operations such as
vulnerability and patch management?

= Breakdowns in matters of governance such as internal assessment or
third party due diligence?
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Process Improvement

LY
I\--_ "JI = How might we strengthen security processes, specifically as it pertains to
the areas:

Secure Development

Resource / Personnel Management

Remote work / Telecommuting

Security Operations
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Questions
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